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Purpose/ Rationale:

This policy is intended to outline our practices and procedures that are in place to protect
confidentiality and privacy and refers to consistent standards and obligations that
employees, volunteers and contractors need to be aware of in regard to the personal and
confidential information under the custody and control of Caledon Meals on Wheels.

Scope: This policy applies to all employees, sub-contractors, third-party vendors, and volunteers
in service of clients.

DEFINITIONS

‘Personnel’ — within the document refers to all CMOW personnel, executive director, board
members, contracted agents, volunteers and students.

‘Privacy Breach’-whenever a person has contravened or is about to contravene a provision of
the FIPA & PHIPA or its regulations.

‘Information Integrity’- CMOW ensures the security, confidentiality, and privacy of personal
information is properly maintained. Records will not be lost or inadvertently destroyed. Records
will not be sold, or traded, or shared.

‘Confidential Information’- Any written or spoken information shared in confidence by an
employee, volunteer, or client. This can include any information that might identify the location
or identity of someone who has sought services. Confidential written communication includes
reports, working papers, record, logs, client and organizational records (including electronically
maintained records). Verbal communications are confidential even if the information is shared
in the presence of a third party. Confidential documents received from other organizations are
confidential and part of the scope of confidential communications.

‘Personally Identifying Information’- information about an individual that might identify them.
This information can include; first/last names, physical addresses, contact information (including
telephone/fax numbers or email address), social insurance number, other information (including
date of birth, racial or ethnic background, or religious affiliation).

Page 10f 14



e ‘PIPEDA’ The Personal Information Protection and Electronic Documents Act is a federal law
that applies to any business that collects, uses, or discloses personal information in the course
of commercial activities. PIPEDA applies to all businesses that operate in Canada, regardless of
which province or territory they are based in

e ‘PHIPA’ The Personal Health Information Protection Act is a provincial law in Ontario that
applies to health custodians who collect, use, or disclose personal health information. PHIPA
applies regardless of whether the activities of the health custodian are commercial.

e ‘Personal Health Information’- Any identifying information verbal, written, or electronic about
an individual that: relates to the physical or mental health of the individual, relates to any health
service provided to the individual, is collected in the course of providing services to the
individual, is collected while services are being provided to the individual.

e ‘Custodian’ A custodian is a person or organization listed in PHIPA that, as a result of their or its
power or duties or work set out in PHIPA, has custody or control of personal health information.
The entity of Caledon Meals on Wheels is a Custodian.

e ‘Agent’ PHIPA defines an agent to include any person who is authorized by a custodian to
perform services or activities in respect of personal health information on the custodian’s behalf
and for the purposes of that custodian. An agent may include a person or company that
contracts with, is employed by or volunteers for a custodian and, as a result, may have access to
personal health information. PHIPA permits custodians to provide personal health information
to their agents only if the custodian is permitted to collect, use, disclose, retain or dispose of the
information.

POLICY

Caledon Meals on Wheels values the trust of our clients, volunteers, donors, staff
members, supporters, and all others who work with us. We recognize that maintaining
trust requires that we be transparent and accountable in how we manage personal
information. Caledon Meals on Wheels adheres to all applicable privacy legislation and
aims to go above the basic standards of legislation.

Caledon Meals on Wheels strives for a privacy program that operates within a culture of
privacy; however, legal compliance should be one result of a successful program, not the
only goal. A culture of privacy provides a shared understanding of how personal data can
and should be used to support broader strategic objectives. This improves the ability of
the privacy program to ensure alignment across our teams, increasing their understanding
of and desire to support the achievement of privacy goals. Caledon Meals on Wheels has
privacy obligations under both PIPEDA and PHIPA depending on whether information is
being collected for a client or personnel.

WHAT IS PERSONAL HEALTH INFORMATION?

Under PHIPA, “personal health information” refers to any identifying information about an
individual (whether oral or recorded) if it:

o Relates to the individual’s physical or mental health, including family medical history,
o Relates to the provision of health care to the individual,

o Constitutes a plan of service for the individual,

o Relates to payments or eligibility for health care or health care coverage,
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e Concerns the donation of any body part or bodily substance (or is derived from testing
or examination of such body parts or substances),

e Includes the individual’s health number, or

o Identifies a health care provider or a substitute decision-maker for the individual.

“Identifying information” is information that identifies an individual, or that could reasonably
be used—by itself or with other data—to identify an individual. Personal health information
also includes identifying information that is not, on its own, personal health information, but is
contained in a record that does include personal health information.

However, personal health information does not include identifying information about an
employee or agent of the custodian if it is not primarily maintained for the provision of health
care. For example, a doctor’s note supporting a secretary’s absence from work—filed in that
employee’s personnel record—is not considered personal health information.

PROCEDURES

OVERVIEW

Caledon Meals on Wheels adheres to the 10 fair information principles to protect personal
information, which are set out in Schedule 1 of PIPEDA. The principles are:

1. Accountability

2. Identifying purposes

3. Consent

4. Limiting collection

5. Limiting use, disclosure and retention
6. Accuracy

7. Safeguards

8. Openness

9

. Individual access
10. Challenging compliance

In addition to these principles, PIPEDA states that any collection, use or disclosure of
personal information must only be for purposes that a reasonable person would consider
appropriate in the circumstances.

ACCOUNTABILITY

Caledon Meals on Wheels is accountable for all personal information in its possession,
custody and control, all of which will be kept private and secure. However, Caledon Meals
on Wheels may be required to release/make available information to several sources.
These limitations are detailed below.
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All employees, contractors, volunteers, students and other third parties who have
dealings with clients of Caledon Meals on Wheels must be aware of and follow the privacy
policies and procedures put in place to conform to principles embodied in its privacy code.
In short, employees, contractors, volunteers, students and other third parties who have
dealings with our agency must ensure that any personal information held in their
possession is kept private.

CONSENT CONCERNING PERSONAL HEALTH INFORMATION

OBTAINING VALID AND INFORMED CONSENT FOR SERVICES

Caledon Meals on Wheels believes that individuals should provide their personal information in
a way that is both informed and meaningful.

Under PHIPA, custodians generally require an individual’s consent to collect, use, or disclose
personal health information, unless an exception under PHIPA applies. Consent can be express
(explicit) or implied (understood). However, all consent must be:
e Knowledgeable (the individual knows why their information is being collected, used, or
disclosed, and understands their right to give or withhold consent),
¢ Voluntary (not obtained through deception or coercion),
¢ Related to the information in question, and
e Given by the individual.
A custodian can ensure consent is “knowledgeable” by posting or making readily available a
clear notice outlining the purposes of collection, use, and disclosure of personal health
information.
Informed Consent at Caledon Meals on Wheels
Before collecting personal information, we provide individuals with:
o Details on the types of personal information being collected, so they clearly understand
what they are consenting to.
¢ Information about who will receive or have access to this information.
¢ An explanation of why the information is being collected, used, or disclosed, in enough
detail so they can make an informed decision.
e An overview of any potential risks or consequences associated with providing this
information.
In most situations, we will seek and document express consent. If we consider implied consent,
we will assess:
e The sensitivity of the information involved,
e Whether the collection, use, or disclosure goes beyond what the individual would
reasonably expect, and
o If there is a significant risk of harm from how the information is collected, used, or
disclosed.

THE DIFFERENCE BETWEEN EXPRESS AND IMPLIED CONSENT
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Express consent to the collection, use or disclosure of personal health information by a
custodian is consent that has been clearly and unmistakably given. Express consent may be
explicitly provided, either orally or in writing. Implied consent to the collection, use or
disclosure of personal health information is consent that a custodian concludes has been given
based on an individual’s action or inaction in particular factual circumstances.

For example, when an individual discloses their personal health information for the purposes of
applying to one of our programs, Caledon Meals on Wheels can reasonably infer consent to the
collection of that information.

WHEN IS EXPRESS CONSENT REQUIRED?
Subject to very limited exceptions, express consent is required:

e Where personal health information is disclosed to a person or an organization, such as
an insurance company, that is not a custodian and

* Where information is disclosed by one custodian to another for a purpose other than
providing or assisting in providing health care. Express consent is also required where a
custodian:

e Collects, uses or discloses personal health information other than an individual’s name
and mailing address for fundraising purposes,

e Collects, uses or discloses personal health information for marketing or marketing
research and

e Collects, uses or discloses personal information for research purposes, unless certain
conditions and restrictions are met.

WHEN IS IMPLIED CONSENT SUFFICIENT?

In most cases, custodians do not need an individual’s explicit written or verbal consent each
time they collect, use, or disclose personal health information. Instead, they can rely on implied
consent for healthcare-related purposes. They may also infer consent to share personal health
information with other custodians who are providing or assisting in providing healthcare.

However, there are important exceptions:

e Custodians generally cannot rely on implied consent to disclose personal health
information to individuals or organizations that are not custodians.

e Custodians also cannot rely on implied consent if the information is being disclosed for
any purpose other than providing or assisting in providing healthcare.

In general, Caledon Meals on Wheels only collects, uses, or discloses personal information with
an individual’s consent. However, there are situations—such as a life-threatening emergency—
or legal requirements that allow the agency to collect, use, or disclose personal information
without consent.
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Caledon Meals on Wheels provides written privacy information at intake, in the client’s chosen
language.

Consent Requirements

e Consentis only required for the necessary collections, uses, or disclosures needed for a
legitimate, clearly stated purpose.

e For any optional (non-essential) collections, uses, or disclosures, individuals must be
given a choice to opt in or out.

REFUSAL OR WITHDRAWAL OF CONSENT

If an individual refuses to provide consent, Caledon Meals on Wheels may not have enough
information to offer some or all of its services. This could limit the services or benefits the
individual receives. Individuals can withdraw consent at any time, subject to legal or contractual
obligations and with reasonable notice. Caledon Meals on Wheels will explain any implications
or consequences of withdrawing consent.

WHEN CAN PERSONAL HEALTH INFORMATION BE DISCLOSED WITHOUT CONSENT?

PHIPA allows for flexibility in how custodians exchange information so that the health system
can operate effectively and efficiently. As a result, there are circumstances where custodians
may disclose personal health information without an individual’s consent. While PHIPA permits
such disclosures, they are only mandatory if a statutory or legal duty requires them. Below are
some examples of disclosures permitted without consent.

e [f the disclosure is reasonably necessary for providing health care and consent cannot be
obtained in a timely manner, unless there is an express request from the individual
instructing otherwise,

e In order for the Minister of Health and Long-Term Care to provide funding to the
custodian for the provision of health care,

e For the purpose of contacting a relative or friend or potential substitute decision-maker
of an individual who is injured, incapacitated or ill and unable to give consent
personally,

e Toinform any person that an individual is a patient or resident in a facility, the
individual’s general health status, and the location of the individual in the facility, unless
there is an express request from the individual instructing otherwise,

e To eliminate or reduce a significant risk of serious bodily harm to a person or group of
persons,

e When transferring records to the archives for conservation,

e or the purpose of carrying out an inspection, investigation or similar procedure that is
authorized by a warrant, PHIPA or another Act.
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For additional examples please see Personal Health Information Protection Act (PHIPA).

FULFILLING OUR RESPONSIBILITIES REGARDING CONSENT

Caledon Meals on Wheels will endeavour to meet the responsibilities of obtaining consent by
making privacy information readily available in complete form, while giving emphasis or
bringing attention to four key elements:

* What personal information is being collected, with sufficient precision for individuals to
meaningfully understand what they are consenting to;

* With which parties’ personal information is being shared;

» For what purposes personal information is being collected, used or disclosed, in
sufficient detail for individuals to meaningfully understand what they are consenting to;
and,

* What are the risks of harm and other consequences.

In addition, Caledon Meals on Wheels will:

* Provide information in manageable and easily accessible ways.

* Make available to individuals a clear and easily accessible choice for any collection, use
or disclosure that is not necessary to provide the product or service.

» Consider the perspective of our clients, to ensure consent processes are user-friendly
and generally understandable.

» Obtain consent when making significant changes to privacy practices, including use of
data for new purposes or disclosures to new third parties.

» Obtain consent from a substitute decision maker for any individual unable to provide
meaningful consent themselves.

Limiting Collection

Caledon Meals on Wheels will only collect information that is necessary to fulfill a legitimate
identified purpose such as for the provision of service, processing a donation or payroll
processing in the case of employee personal information.

Whenever possible, information will be collected directly from the individual requesting
services from the agency; however, information may also be collected indirectly (e.g.,
referral sources and other third parties) provided consent is obtained from the individual
and/or guardian and when reasonable and appropriate.

The purposes for which personal information is collected, used and disclosed will be
identified in advance of collection.

Collecting less information also reduces the risk and/or impact of loss or inappropriate
access, use or disclosure.
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We collect, use and share personal information to:

Provide services for our programs;

Plan and manage services, including making referrals to appropriate services;
Seek consent (or consent of a substitute decision-maker) where appropriate;
Receive payment or process, monitor, verify or reimburse claims for payment as
related to our mandate;

Detect, monitor or prevent fraud or any unauthorized receipt of services or financial
benefits;

Conduct risk management, error management and quality improvement activities;
Conduct service recipient surveying;

Compile statistics;

Report to the government as required by law;

Process payroll and benefits and other employee relation processes;

Process donations;

Allow for the analysis, administration and management of our programs;

Comply with legal and regulatory requirements; and

Fulfill other purposes permitted or required by law.

Limit Use, Disclosure and Retention

Unless an individual provides additional consent—or unless required by law—Caledon
Meals on Wheels may only use or disclose personal information for the specific,
previously identified purposes for which it was originally collected. The agency retains
personal information only as long as necessary to serve these purposes, to meet Ministry
of Health requirements, or as required by law. If Caledon Meals on Wheels intends to use
or disclose personal information for a new purpose, we will obtain fresh consent.

Exceptions

Caledon Meals on Wheels may use or disclose personal information without consent if:

e We receive a valid warrant or subpoena requiring us to produce client records to a
criminal, civil, or family court;

e There is a suspicion of child abuse;

e There are concerns about child safety or well-being; and/or

o A staff member becomes aware of a risk of serious harm to the client or others.

For more details about how long we keep records and how we destroy them, refer to our
Records Storage, Retention, and Destruction Policy.

MEETING OUR OBLIGATIONS — LIMITING USE, DISCLOSURE, AND RETENTION
To fulfill our responsibilities under PHIPA, Caledon Meals on Wheels will:
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Document and Seek Consent for New Purposes
We will document any new purpose for using personal information and obtain consent from
affected individuals.

Limit and Monitor Access
We limit employee access to personal information based on role and need, and take
appropriate action if information is accessed without authorization.

Dispose of Unnecessary Information Securely

When information no longer serves a specific purpose, it will be disposed of in a secure manner
(e.g., shredding paper or effectively deleting electronic records). Any information retained
solely for statistical purposes will be anonymized.

Ensure Secure Disposal of Electronic Devices
We fully delete or wipe personal information before discarding or repurposing electronic
devices such as computers, photocopiers, or cellphones.

Provide Adequate Training
Our employees receive regular training on their roles and responsibilities in protecting personal
information.

ACCURACY OF PERSONAL INFORMATION

Caledon Meals on Wheels is committed to keeping personal information accurate and up to
date. However, there are several ways in which inaccurate information might appear, including:

Incorrect collection: An individual may have provided the wrong details (e.g., saying “Street”
instead of “Avenue”).

Data entry errors: A staff member might mistype a phone number or transpose names or
numbers.

Out-of-date information: People may change their address, phone number, or marital status
over time.

Misassociation: One person’s details might be mixed up with someone else’s (e.g., two
individuals with the same name).

Inaccurate or incomplete information can lead to privacy breaches, service delays, or
misleading records. Therefore, all reasonable steps should be taken to verify that personal
information in our systems is accurate and complete.

RESPONSIBILITIES OF EMPLOYEES

Conduct Periodic Checks: Verify information directly with the individual or through other
authorized means to ensure it is still current and accurate.

Review Applications Thoroughly: Make sure all questions are answered fully and clarify any
ambiguous details.
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Correct Errors Promptly: Respect an individual’s right to rectify inaccurate information, and
consider any challenges raised about its accuracy.

Identify Opinions Clearly: When noting opinions, specify whose opinion it is and the facts on
which it’s based.

Document Material Errors/Corrections: Keep a clear record of any major updates or corrections.

While Caledon Meals on Wheels makes every effort to maintain accurate information, in some
cases, responsibility lies with the individual. For example, an employee who moves must inform
the agency of the new address. If a staff member learns that a client has moved, they are
responsible for updating the client’s record accordingly.

SAFEGUARDS

At Caledon Meals on Wheels, we are committed to keeping clients personal information
safe and secure. We use a combination of physical, administrative, and technical
measures to protect against loss, misuse, unauthorized access, disclosure, alteration, or
destruction.

The level of protection we use depends on:
e The sensitivity of the information,
e The amount, distribution, and format of the information,
e The method of storage used.

Our security measures include, but are limited to:
Confidentiality Agreements

o All employees, contractors, service providers, students, and volunteers sign a
confidentiality agreement when they start working with us—and then once a
year afterward.

o Third-party contractors must also follow our Privacy and Confidentiality
Policies.

Secure Storage of Paper Files

o Paper files with sensitive information are kept in locked cabinets when not in
use or outside business hours.

o Only those who need to know the information (or who are allowed by law)
have access.

Restricted Digital Access

o Employees, contractors, and students only access, process, or transmit
confidential information using authorized devices, programs, and platforms.

o Our computer network is protected by usernames, passwords, and whenever
possible, dual or multi-factor authentication.

o We limit user access based on a “need-to-know” policy.
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Secure Email and Text

o We only use email or text to communicate with clients if they give informed
consent.

o We follow internal procedures to reduce any risks associated with electronic
communication.

Safe Transport of Documents

o When we transport confidential documents, we take steps to prevent anyone
from accessing the information without authorization.

Protecting Conversations

o We take precautions so that private conversations about client information
cannot be overheard.

o We close appointment books or electronic devices when not in use, to keep
information private.
Employee Training
o Personnel receive ongoing training on information security and privacy. This
may include email reminders, videos, or formal sessions.

Caledon Meals on Wheels has a duty to report qualifying breaches in privacy to the Office
of the Privacy Commissioner of Canada.

OPENNESS AND ACCESS TO PERSONAL INFORMATION

Caledon Meals on Wheels is committed to clear and transparent practices when managing
personal information. Our Privacy Statement is posted on our website and shared with clients
at intake. The Chief Privacy Officer is the Executive Director; all questions, concerns, or
complaints regarding privacy should be directed to that office.

Openness
We comply with best practices to ensure that consent for collecting, using, and disclosing
personal information is both meaningful and informed.

We ensure our staff are familiar with the agency’s procedures for responding to inquiries about
personal information.

We provide, in easy-to-understand terms:

e The name and contact information of the person accountable for our privacy practices,

e Instructions on how to request access to personal information,

e Steps on how to make a complaint, and

e A description of any disclosures we make to other organizations or third parties, along
with why we make them.
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Access

Individuals have the right to access and verify the accuracy of any personal information that
Caledon Meals on Wheels holds about them. They can also request amendments to correct or
update this information. Specifically, we will:

e Inform individuals about the personal information we hold about them and explain
where it was obtained.

e Describe how their information is or has been used, and to whom it has been disclosed.

e Provide access to this information at minimal or no cost or explain our reasons if access
cannot be granted. Depending on the situation, access may involve giving a written or
electronic copy or allowing the individual to view or listen to the information.

e Correct or amend any personal information that is inaccurate or incomplete.

e Note any dispute on file and inform third parties, where appropriate.

To protect privacy, individuals requesting access to their records (e.g., past client records) must
show photo identification before information is released. Records will not be released to
anyone other than the individual in question (e.g., a parent or spouse) without a valid subpoena
or warrant.

In rare circumstances, an individual may be refused access. In such cases, we provide the
reasons for refusal in writing, as well as information on further options, such as filing a
complaint with the Office of the Privacy Commissioner (OPC).

Challenging Compliance

Caledon Meals on Wheels values feedback about our efforts to comply with fair information
practices and Canada’s Anti-Spam Legislation. If you have any concerns, comments, or
complaints, please reach out to our Chief Privacy Officer.

Our Commitment:
1. We provide a simple process for handling and investigating complaints.
2. We inform complainants about their options for further action, which may include:
o Our own organization’s complaint procedures
o Industry association or regulatory body procedures
o Filing a complaint with the Office of the Privacy Commissioner (OPC)
3. We investigate every complaint we receive and share our findings with the person who
submitted it.
4. If we identify any issues in our information-handling practices or policies, we will make
improvements to address them.

TRAINING AND ADHERENCE TO POLICY

All staff members and volunteers receive privacy and information security training upon
onboarding, and thereafter at least every two year’s or more frequently if needed. Employees
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must review confidentiality policies and sign an oath of confidentiality to confirm their
commitment to maintaining the privacy of client and business information.

Any employee or volunteer found to have mishandled client information purposely or callously
breached privacy procedures may face performance management measures, up to and
including termination.

Third-party vendors must also comply with our privacy policy and ensure their employees
receive appropriate privacy training. We may request proof of their privacy programs and
assessments, and any vendor failing to uphold these standards risks immediate cancellation of
their contract or agreement.

PRIVACY OFFICER
Caledon Meals on Wheels has an appointed a Privacy Officer to facilitate compliance with

this policy, and other policies that relate to privacy/confidentiality, as well as any relevant
legislation.

The Privacy Officer will also be responsible for receiving complaints and taking appropriate
action. Staff that receive requests for information, must notify the Privacy Officer.

The Chief Privacy Officer is the Executive Director and may be contacted at 905-857-7651.

If an individual is not satisfied with the response of the Chief Privacy Officer, a complaint
may be directed to the Privacy Commissioner for Ontario, for issues with respect to the
handling of personal information.

The Privacy Commissioner can be contacted:

(416) 326-3333 in the Toronto area
Toll-free at (800) 387-0073

TTY: (416) 325-7539
info@ipc.on.ca

PRIVACY BREACH

PHIPA sets out notification rules for both agents and custodians. If an agent, acting on behalf of
a custodian, discovers that personal health information has been stolen, lost, or accessed by
unauthorized individuals, they must notify the custodian as soon as reasonably possible.

In turn, custodians must notify affected individuals at the first reasonable opportunity if their
personal health information is stolen, lost, or accessed by unauthorized persons. Not all privacy
breaches are required to be reported to the Information and Privacy Commissioner of Ontario
(IPC). Only those breaches, where a reasonable person would believe that there is a real risk of
significant harm to an individual.
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REFERENCES AND RELATED FORMS, POLICIES AND PROCEDURES

IP - Records Retention, Storage and Destruction Policy

Feedback and Complaints Policy

Personal Information Protection and Electronic Documents Act, (PIPEDA)
Personal health Information Protection Act, 2004 (PHIPA)
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